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Consider Security Considerations for Cloud Computing

LETTERS

For decades, engineers have been wrestling 
with the challenges of digital communications 
among the home office, the client’s office, 
subcontractor sites and remote work sites. 
Larger engineering firms have whole work 
groups focused on establishing and maintaining 
reliable data paths, using methods such as satel-
lite links, leased private channels and even the 
public internet. Often, medium and small engi-
neering organizations rely on the heroic efforts 
of one or two dedicated employees who labor 
to learn new networking disciplines, struggle 
to decipher arcane communications protocols, 

and stretch to negotiate complex service agreements that ensure 
digital communications are reliable.

Cloud computing offers services that are attractive to 
engineers. Cloud vendors offer products 
such as enhanced digital communications 
among engineers and clients as well as 
between inhouse and onsite personnel. 
Cloud vendors also offer flexible data 
storage capacity that can scale quickly as 
workloads change. In addition, cloud ven-
dors offer flexible data-processing options 
that include engineering analysis soft-
ware, sophisticated database services and 
back-office support programs. Highly rated 
cloud vendors also offer security services such as integrated 
data encryption, data access controls and data activity logs, and 
vigorous backup procedures.

Indeed, the cloud offers valuable benefits, but it doesn’t 
provide unqualified benefits. The requirements for due diligence 
and business survival never go away. Businesses need to estab-
lish basic security procedures independent of the cloud. Both 
critical and convenient data must be backed up and maintained 
well offsite. A healthy business must be ready to survive fires, 
tornadoes, rogue hackers, disgruntled employees, careless sub-
contractors and other threats. Backup procedures must be tested 
at least yearly, depending on risk.

Do not include information in the cloud that doesn’t abso-
lutely need to be there. Businesses need to explicitly consider 
all the categories of their intellectual property and the differ-
ent risks that different categories represent. Keep in mind that 
mixed in with your proprietary data is client information, 
employee and subcontractor data, and regulatory agency com-
munications. Along with your engineering work products, you 
have marketing plans, investor communications, financial 
transactions, project management details and legal correspon-
dence. The cloud can augment your security precautions, but 
the cloud is not a substitute for your 
own data backup, under your direct and 
persistent control. 

Follow the notion long used in the 
banking industry by delineating separa-
tion of duties. Compartmentalize access 

by the need to know. Collaborate with the cloud vendor to 
exploit available security options, such as encryption, pass-
word management and granular permissions. During project 
execution, many individuals will be accessing project data, but 
usually only the highest-level security administrator needs to 
access all the project data for a project of any significant size. 
Even at that level, controls can be established to minimize risk. 
Keep in mind that it was the insider Edward Snowden, a former 
CIA employee, who copied and leaked massive amounts of clas-
sified information from the National Security Agency in 2013. 

The higher an individual’s scope of access, the more often 
their passwords should change. If possible, implement two-
factor sign-on. Multifactor authentication, in one form, requires 
anyone logging into a network to be in physical possession of a 
chip-enhanced ID card that correlates with their username and 
password. Multifactor authentication with frequent password 

changes could have thwarted a Sony hack 
in 2014, for example, that was carried out 
across international borders.

Cloud services charge for the resources 
consumed, including data storage, network 
bandwidth consumed, software products 
utilized, consulting support and various 
add-on products. Different cloud vendors 
bundle their services in different ways for 
billing purposes. Nevertheless, the fewer 
resources used, the lower the cost.

Do not include information in the cloud that no longer needs 
to be there. When a project is completed and all the paperwork is 
resolved, take that project data off the cloud. If the cloud vendor 
also holds transaction logs concerning the project, download and 
retain those as well. Project activity logs can be useful for inves-
tigating subsequently discovered security breaches. Logs may 
also be useful for establishing a responsive position if regulatory 
or litigation issues arise. In any event, make sure that the cloud 
vendor also purges your proprietary data from their systems, 
including their backup files. The less time data remains on the 
cloud, the less time it’s exposed to hacking. 

These comments are intended as a reminder of some of the 
considerations and tradeoffs surrounding data security in the 
era of cloud computing. The cloud has an important role to 
play in carrying out many engineering projects. Nevertheless, it 
remains prudent to periodically reexamine the risks and econo-
mies associated with the cloud. 
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You wouldn’t put all your 
eggs in one basket. You 

shouldn’t put all your eggs 
in one cloud. By the way, 
where do you keep your 

golden eggs?
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